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Introduction

e 2.38 hillion monthly active users worldwide, global population is 7.7 billion
e How Facebook collects user data ?
e \What it may be used for ?

e How Facebook gets us to surrender that data ?



Data gathering and processing
Data provided by Facebook

| “h Carina Home  Create

Download Your Information

You can download a copy of your Facebook information at any time. You can download a complete copy, or you can select only the types

of information and date ranges you want. You can choose to receive your information in an HTML format that is easy to view, or a JSON
format, which could allow another service to more easily import it.

Downloading your information is a password-protected process that only you will have access to. Once your copy has been created, it will
be available for download for a few days.

If you'd like to view your information without downloading it, you can Access Your Information at any time.
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Facebook tab - Download Data

Open a New Tab
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Open a New Tab
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Open a New Tab

Facebook tab - Download Data 2
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2 Profiles

Fresh Profile with interaction on

Facebook and outside

4 Profiles

Fresh Profile with interaction only

outside Facebook

Facebook Data Parsing team

7 Profiles

Request a copy of "YOUR
INFORMATION"

Existing Facebook Profile

Access the zip and extract its
content

Find all the key folders in the
directory

Access the files contained in each
folder

Extract the size of each file

Export the results to .CSV




Dark patterns/UX

Literature review

New onboarding process

Interface image corpus

Dark patterns research (Brignull, 2019)

Categorised them according to
dark patterns research

Categorised interface elements

Comparing fresh profile with
L[ existing profile in terms of design
and interface

Language and Framing

Presettings

Gamification

Icon buttons

Text boxes

Visualization

Default buttons

Image color summarizer

Visualization




Dark patterns/UX

To help personalize content, tailor and measure ads, and provide a safer experience, we use cookies. By clicking or navigating the site, you agree to allow our collection of )}
information on and off Facebook through cookies. Leam more, including about available controls: Cookies Policy .

Email or Phone Password

facebook

Sianivp e Psychological Loopholes
Connect with friends and the It's free and always will be. ° Persuasive Techmques

world around you on Facebook. )
First name Last name

Mobile number or email . Unlnte ntlonal Revel_aUOH
lew passwor O‘I: Da‘ta

See photos and updates from friends in News Feed.

Share what's new in your life on your Timeline. Birthday
Julov 10 v 1994y @
Gender
O Female O Male © Custom @

Find more of what you're looking for with Facebook Search.

By clicking Sign Up, you agree to our Ters. Leam how we
collect, use and share your data in our Data Policy and how we
use cookies and similar technology in our Cookies Policy. You
may receive SMS Notifications from us and can opt out any time.

Create a Page for a celebrity, band or business.

English (US) Nederlands Frysk Polski Tirkce Deutsch Francais (France) i) Espafiol Portugués (Brasil) ltaliano | +



Onboarding process analysis

facebook

Connect with friends and the
world around you on Facebook.

See photos and updates fror

Share what's new i

Find more o whal y

Language, framing & (re)labelling

Sign Up

It's free and always will be.

Birthday
NV 10 v 1994 7]
Gende

Female Male © Custom @

Create a Page for a celebrity, band or business.

Preset selection Gamification
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Onboarding process analysis

Search Q . Katharina me  FindFriends  Create =
Katharina Smith Create Post Suggested Groups See All
ﬁ News Feed . .
What's on your mind, Katharina?
@ Messenger
3 watch
PhotolVideo & TagFriends (&) Feeling/Activ...

Explore

n Welcome Marktplaats Den Haag en

e G + Add to Your Story Scheveningen + Join Group

(oups Share a photo, video or write something 7,799 members

(&) Fundraisers

[ Pages Katharina Smith answered a question. o

@ Events Justnow - @A v

~ See More
For free and for sale in den S
haag + Join Group
31,628 members
. Wonder Woman )
costume
DEN HAAG ONLINE
MARKET + Join Group
33,519 members
o4
o Answer another question to share it with your friends. Answer Question
oy Like (J comment £ Share Chat Z 228

Language, framing & (re)labelling Preset selection Gamification



Data provided by Facebook

You
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FACEBOOK ONBOARDING PROCESS COLOR ANALYSIS
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The life of (explicit and inferred) data that Facebook has on you

mmm Photos and videos wmmm Search History

Comments mmm Apps and websites
mmm Post m=m Messages
mmm Payment History mmm Groups
wem Likes and reactions mmmm Friends

Profile informations Security and login info

O Data dump moment

Mock-up visualisation
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The early stage of the life

mmm Photos and videos mmm Search History
Comments mmm Apps and websites
mmm Post mmm Messages
mmm Payment History mmm Groups 532.21Mb
w=m Likes and reactions ~ mmm Friends
Profile informations Security and login info
O Data dump moment

Mock-up visualisation

®
172.07 Mb
Landing on Creatin : : ; Adding friends
Facebgok H ‘ basicproﬁle H | Start posting H ‘ Searching around H Messaging H ‘ A lilgl'ngstuff H
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Results

Facebook Data and Off-Facebook navigation

e The comparison between the Facebook data before and after the Off-Facebook navigation
protocol revealed minimal changes (security and login information only)

e Therewasa10-20% increase in the cookie sizes before and after following the protocol.

e Facebook connected to up to 21 different trackers by the end of execution of our protocol,
even though we were not interacting with Facebook itself.
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Conclusion

What is Facebook’s definition of “your information”? A ot of data about us is being
collected by Facebook, such as information they collect during our browsing activities, and
they do not provide us with a transparent way of looking into this data.

Facebook language will give a false sense of empowerment in order to keep you engaged
with the platform.

The protocol was used to standardize the off-Facebook browsing procedure across users.
We had the hypothesis that a few prompts for user data would balloon into lots of inferred
data for Facebook. In our mockups that was the case, but a few days of running the tests
appears to not be sufficient to generate enough data. One of the things that feels insincere
Is that Facebook presents the downloading of the data as “everything we have on you”,
even though the cookie tracking data we discovered would contradict that.

The objective to reconstruct the evolution of explicit and inferred data that Facebook has
on you requires longer time of activity, but we designed a protocol and tool for that - wanna
join?:)
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